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Abstract 

This bachelor's thesis presents the development of a chatbot designed to guide patients through 

the preparation process for colonoscopy. The aim is to improve patient adequate bowel 

preparation, which is a prevalent issue, in order to obtain a higher success rate for 

colonoscopies. Failure to achieve adequate preparation can result in missed diagnoses and 

induce anxiety in patients due to the necessity of repeating the procedure. 

The study aims to create a prototype of a chatbot that utilises a rule-based artificial intelligence 

for natural language processing and is available in multiple languages. By also incorporating 

the ability to remind users and send images, this chatbot is designed to provide accessible and 

comprehensive guidance to patients. Its development was done using the Microsoft Bot 

Framework and C#, with a focus on security, user engagement, and facilitating healthcare 

professionals to modify the bot's content with ease. 

The research approach involved implementing and comparing various algorithms for the 

processing of user input, including Levenshtein distance, Jaccard index, TF-IDF, BM25, and 

sentence embedding. The chatbot's effectiveness was evaluated through algorithm performance 

metrics and limited patient feedback. 

Key findings indicate that the BM25 algorithm provided the best balance between accuracy 

and efficiency in matching user queries to predefined answers. The chatbot successfully 

incorporates features such as automated reminders, image integration, and support for ten 

languages. However, challenges were encountered in integrating with WhatsApp and ensuring 

translation accuracy. 

This study contributes to the field of medical chatbots by demonstrating the potential of AI-

driven, rule-based systems in improving patient preparation for medical procedures. The 

developed chatbot offers a foundation for future enhancements, such as the integration of large 

language models or advanced semantic processing. By providing personalised, accessible 

guidance, this technology has the potential to improve colonoscopy outcomes, reduce patient 

anxiety, and serve as a model for similar applications in healthcare communication.
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1.  Introduction 

Colorectal cancer (CRC) represents a significant global health concern, ranking as the third 

most common cancer and affecting approximately 10% of all cancer patients [1]. The 

prevalence of CRC has been steadily increasing, with worldwide cases rising from 1.8 million 

in 2020 to over 1.9 million in 2022, including more than 60,000 cases in Germany alone [1, 2]. 

Projections suggest a further increase to 3.1 million global cases by 2040, with Germany 

potentially facing 70,000 cases [2].  

Colonoscopy remains the gold standard for CRC detection [3], while also offering additional 

diagnostic benefits beyond cancer screening [4]. However, the effectiveness of this procedure 

heavily relies on adequate patient preparation [5-9]. Inadequate preparation increases the 

probability of missed diagnoses, such as failing to identify polyps and adenomas [3, 5]. It also 

can lead to procedure repetition [3, 9], which causes additional stress on the patient [5]. 

A colonoscopy is a diagnostic procedure that involves the examination of the large intestine 

(colon) and rectum using a flexible tube equipped with a camera [10]. Preparation typically 

includes dietary restrictions, laxative use, and adherence to specific guidelines, all of which are 

crucial for the procedure's success [6]. Specifically, the created chatbot provides patients with 

a preparation plan, beginning three days prior to their colonoscopy, provided by the University 

Hospital of Ulm. For the initial two days, patients are advised to abstain from consuming foods 

containing seeds (such as kiwis and strawberries) and high-fibre items (like whole grains). On 

the day preceding the procedure, patients must avoid high-fat foods (e.g. fried foods) and 

coloured beverages (such as milk, cola, and coffee). Alcohol consumption should also be 

avoided during this time. That day, they are instructed to take a laxative at approximately 5 

p.m. On the day of the colonoscopy, patients are required to fast and administer another dose 

of laxative three hours before their scheduled appointment. After the procedure, patients may 

resume their normal eating and drinking habits, though a gradual reintroduction to their 

previous diet is recommended. 

In recent years, there has been a growing integration of digital technologies in healthcare [11]. 

As the number of individuals with access to smartphones continues to grow [6, 11], and with a 

significant proportion of this integration focusing on the utilisation of smartphones [11], 

patients can now access healthcare anywhere at any time [12]. Chatbots have emerged as one 

of the successful technologies that make this possible [13, 14]. 

The concept of chatbots has its origins with the proposal of the Turing Test by Alan Turing, 

which sought to assess the ability of machines to exhibit human-like intelligence [15]. The first 

healthcare chatbot was ELIZA, which simulated a psychotherapist by rephrasing patients' 

statements as questions and offering pre-planned responses [16]. Nowadays, chatbots can help 

monitor symptoms, provide information about procedures and answer health-related questions 
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in real time [5, 13, 17]. They can also reduce the burden of preparing for a colonoscopy by 

informing the patient [6]. 

There have already been numerous chatbot implementations in the medical field that have been 

positively received by patients [13, 14, 18]. Certain key features have been identified as 

essential for an optimal health software program, including natural language processing (NLP), 

support for multiple languages, image integration and use of proactive messages [5-7, 13]. 

Building on this, the thesis will focus on developing a chatbot to assist patients in preparing for 

a colonoscopy while evaluating various algorithms to assess their effectiveness in processing 

patient messages. The chatbot will be integrated into a messaging application for the University 

Hospital of Ulm, specifically Telegram, with the implementation allowing for an easy 

integration into WhatsApp. It will incorporate the previously mentioned features to ensure it 

meets all the necessary criteria for effectively assisting patients. In addition, critical 

considerations such as the security of sensitive patient data will be addressed.  
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2.  Related Work 

2.1 The Cause of Inadequate Bowel Preparation 

Colonoscopies are often associated with considerable anxiety in patients, predominantly due 

to its invasive nature and concerns pertaining to the preparation process [5]. This anxiety can 

have an adverse effect on the patient's preparation, which is frequently perceived as 

burdensome, potentially impeding a successful outcome [5, 6]. In certain instances, it may even 

result in patients refusing to undergo the colonoscopy, thereby potentially missing a crucial 

diagnosis that has the potential to benefit them [5]. This perspective often stems from concerns 

about bowel preparation, embarrassment, potential pain, procedural complications, and the 

possibility of a serious diagnosis [5].  

Other factors that negatively affect bowel preparation are misunderstanding dietary 

recommendations and cleansing instructions, as well as noncompliance [5, 7].  

Hence, it is not surprising that inadequate bowel preparation is reported from 15% up to 25% 

of all patients undergoing colonoscopy [6, 7, 9]. These factors substantially decrease 

colonoscopy effectiveness and can cause a follow-up examination within one year [9]. 

2.2 Enhancing Colonoscopy Success with Digital Education  

Despite the previously outlined challenges, a number of effective solutions have already been 

implemented to address these issues. For instance, providing easily accessible and 

comprehensible information to patients prior to a colonoscopy can lead to a notable reduction 

in anxiety [5]. Digital tools, such as smartphone applications, Short Message Service (SMS) 

reminders, and chatbots, have been demonstrated to enhance patient education and comfort, 

which causes an improved quality of bowel preparation, a crucial factor for the success of the 

procedure [5-7]. Chatbots have the potential to enhance the quality and experience of care by 

facilitating efficient, equitable, and personalised medical services [17]. Studies indicate that 

patients who receive digital guidance perceive the preparation process as less burdensome and 

are more likely to comply with instructions, leading to a better quality of bowel preparation [6, 

7]. Furthermore, positive evaluations from patients support the use of these digital interventions 

[6, 7, 13, 14]. 

Chatbots are especially accessible for older cancer patients [13], which is ideal given that many 

patients preparing for a colonoscopy are over 60 years old [7, 19].[Title] Therefore, the 

adoption of mobile apps will likely become more viable as technology use among older 

individuals continues to grow. 
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2.3 Defining the Chatbot to Enhance Colonoscopy Success 

The previously discussed solutions have been identifying key characteristics for effectively 

addressing both patient concerns about the procedure and preparation, as well as improving the 

quality of bowel preparation. For a chatbot to possess these characteristics, it must be user-

friendly, meaning that it must be easy for patients to interact with, as well as accessible and 

engaging [5, 20]. From this point forward, the term "user" will refer to a patient interacting 

with the chatbot. Incorporating Natural Language Processing (NLP) is also crucial, as it can 

improve the accuracy of responses and facilitate more meaningful interactions with patients 

[13]. In the context of dietary recommendations, the use of images is recommended [5]. 

Additionally, adopting a multilingual approach could expand participation in colon cancer 

screening [6, 7]. Given the critical importance of data security, as patients may withhold 

information if they feel their privacy is at risk [14], strong data protection measures should be 

prioritised [13]. Finally, proactive messages are also recommended to further increase the 

quality of bowel preparation [13]. 

When developing a chatbot, it's crucial to rigorously assess its accuracy and reliability to 

prevent harmful errors. This can be achieved by providing the chatbot with a comprehensive 

dataset of medical knowledge [16]. A key consideration is the potential for the chatbot to 

generate false or misleading information, known as hallucinations [21]. Large Language 

models are particularly prone to this issue, with up to 46% of their responses potentially 

containing factual errors [22]. 

The integration of the previously described features would facilitate a positive user experience, 

ensuring that patients are effectively informed, thereby enhancing bowel preparation quality 

[13], which in turn would lead to more successful colonoscopies on average [6]. 

2.4 Additional benefits 

The decline in birth rates and the growth of the elderly population have placed significant 

pressure on healthcare systems [23], which are also experiencing a shortage of health 

professionals [24]. In light of the current situation, there has been a growing interest in 

exploring the potential of automating tasks that have traditionally been performed by health 

workers [14]. For example, endoscopy clinicians may encounter difficulties in obtaining 

comprehensive family histories, a task that could be effectively managed by chatbots [20]. 

The utilisation of chatbots has the potential to alleviate the workload of healthcare 

professionals, thereby enabling them to see a greater number of patients and focus on more 

complex tasks [20], as evidenced by the ability to evaluate three patients in the time it 

previously took to evaluate one [20]. Nevertheless, while chatbots can extend patient care and 
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reduce workload [20], they cannot replace human healthcare providers and should be viewed 

as complementary tools [16, 17]. 

Additionally, chatbots have the potential to reduce healthcare costs and resource usage [17]. 

For example, improved bowel preparation using chatbots can decrease the need for repeat 

colonoscopies, which is linked to reduced adenoma detection rates and increased costs [9]. 
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3.  Objectives: 

3.1 Implementation of a Chatbot Prototype for Real Time 

Guidance During Colonoscopy Preparation 

The thesis aims to create a prototype of a chatbot able to guide patients during colonoscopy 

preparation with the Microsoft Bot Framework. This framework offers official support for 

multiple messaging platforms and has community-contributed support for those that are not 

officially supported [25, 26]. It also provides layers of abstraction that facilitate the 

development process, both in terms of pre-existing coded logic and behaviour [27], and by 

reducing platform-specific complexities [25], allowing developers to focus on the core logic of 

the chatbot. 

The C# programming language will be used in most of the code due to its strong integration 

within Microsoft’s .NET ecosystem [28, 29]. This choice facilitates the development, 

debugging, and deployment, particularly when using Microsoft's Integrated Development 

Environment (IDE), Visual Studio, which further enhances this integration [30]. 

The chatbot will be accessible through one or more messaging applications. In particular, the 

thesis aims to integrate the bot with WhatsApp, as requested by the University Hospital Ulm. 

3.2 Development of a Concept for a Rule-Based Artificial 

Intelligence 

Several algorithms will be studied and compared to select the one that provides the best 

performance, which will subsequently serve as the fundamental component in the rule-based 

Artificial Intelligence (AI) of the final chatbot. The rule-based paradigm ensures reliable and 

accurate responses. Furthermore, this method avoids any unpredictable or false responses, in 

contrast to generative models [22], thus ensuring that all interactions are pre-approved by 

medical professionals to maintain trust and reliability. 

3.3 Maximising User Interaction and Accessibility  

To guarantee the effectiveness of the chatbot, it is essential to prioritise user engagement and 

accessibility [5, 20]. It should also feature Natural Language Processing (NLP) to enhance 

conversational interactions [13], automated reminders to assist patients to remain on track with 

their preparation [5], and images to supplement instructions [5]. Furthermore, the chatbot will 

support multiple languages, thus ensuring that language barriers do not impede the preparation 

process [6, 7]. 
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3.4 Ensuring High Data Protection Standards  

In light of the sensitivity of medical data, the chatbot will be equipped with robust security 

measures to ensure compliance with the rigorous data protection standards of the medical 

sector. This involves the use of secure encryption methodologies for data transmission and 

storage.  

3.5 Testing 

The chatbot will undergo a small testing phase where it will receive feedback for necessary 

adjustments. This testing and evaluation will be conducted in collaboration with healthcare 

professionals at University Hospital Ulm. 

3.6 Modifiable Bot Content and Behaviour  

The chatbot's underlying data will be easily modifiable, allowing healthcare professionals to 

make changes without needing programming skills. This approach enables them to add or 

update questions the bot could answer and their answers, ensuring that the bot's responses 

remain current with the latest medical guidelines and patient feedback. Additionally, 

reminders, images, and supported languages can be modified, added, or removed as needed. 
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4.  Technical background 

A chatbot is a conversational bot, typically a web application, which in itself is a computer 

program. Throughout this document, the terms ‘bot’, ‘application’, ‘program’ and ‘system’ will 

be used interchangeably to refer to the developed chatbot when mentioned in isolation. 

As already stated, the original idea of a bot was concised as a program that tries to appear as a 

human via conversation [15], and they are usually connected to the internet, allowing users to 

interact with them virtually anywhere [13, 14, 31]. A user is an individual who interacts with 

a system or application, in this case, a patient engaging with the chatbot. All interactions 

between users and the bot take place within chats. A chat refers to a screen in a messaging 

application where messages from two or more parties are displayed, serving as the medium for 

communication. For this thesis, Microsoft bot framework was chosen to develop the bot, which 

has a specific view of how a chatbot is. 

Microsoft Bot Framework, together with Azure AI Bot Service are a collection of libraries, 

tools, and services that let the developer build, test, deploy, and manage intelligent bots [32]. 

The Bot Framework includes a modular and extensible Software Development Kit (SDK) for 

building bots and connecting to AI services [32]. With this framework, developers can create 

bots that use speech, understand natural language, answer questions, and more [32]. 

Bots are automated systems designed to interact with users in a conversational manner, either 

through text, speech, images, or video [32]. Bots function as web applications with a 

conversational interface, which can be any messaging app, a social network, or a custom 

application [32]. They process user inputs, perform tasks, and provide responses [32]. For the 

purposes of this document, "input" will refer to any message sent to the bot by the user. 

Connecting a bot to a platform for user interaction is achieved through channels, which serve 

as links between a communication application and the bot [25]. Some channels are officially 

supported by Azure AI Bot Service, while others are accessed through community-developed 

adapters [25, 26]. Examples of channels include Telegram, WhatsApp, and Facebook 

Messenger [25, 26]. Certain channels have specific features that must be individually 

implemented to leverage their full capabilities [25]. 

Before connecting the bot to a channel, it is common practice to test it in the Bot Framework 

Emulator [33]. This desktop application allows developers to test and debug their bots locally 

before deployment, simulating interactions that the bot would have with users across different 

channels [33]. The emulator provides real-time feedback and diagnostics, helping developers 

quickly iterate and refine the bot's handling of various conversation scenarios [33], proving 

invaluable in the development of this thesis' chatbot. 
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A basic bot in Bot Framework SDK defines a bot class, referring to a class in Object Oriented 

Programming (OOP), that handles the conversational reasoning for the bot application [27]. It 

recognizes and interprets the user's input, and performs relevant tasks [27]. 

In addition to the bot class, there is an adapter class that facilitates connectivity with various 

channels, serving as a crucial link between the bot and any user interface [27]. It provides 

functionalities for handling incoming requests from users and generating requests to the user's 

channel [27]. Adapters translate messages between the bot and the specific protocols used by 

each platform, ensuring consistent user experiences across all channels [27]. 

Serving as the endpoint for incoming HTTP requests from users, the controller acts as the 

intermediary for processing interactions, typically delegating them to the adapter [27]. 

Every interaction between the user (or a channel) and the bot is represented as an activity [27]. 

Activities can represent human text or speech, app-to-app notifications, reactions to other 

messages, and so on [27]. Some examples are, Message Activity, which usually contains text, 

and Conversation Update, which can be generated when a user enters a conversation [27]. 

In a conversation, the bot generally reacts to user input, like a conversation taking turns [27]. 

A turn consists of the user's incoming activity to the bot and any activity the bot sends back to 

the user as an immediate response [27]. 

One limitation of the SDK is its lack of built-in storage solutions for state management [27]. 

However, it does offer a caching mechanism with state property accessors [34]. The developed 

bot's architecture defines user data as a property for these accessors, enabling them to initially 

verify whether the user data is cached and retrieve it if available. This approach ensures low 

access time during user-bot interactions. 

To gather data from users, prompt dialogs are typically employed [35]. These dialogs solicit 

user input, with the bot repeatedly asking for the user’s data until it provides a response that 

the bot can understand [35]. They are designed to work with waterfall dialogs [35], which 

define a sequence of dialogs that act as steps, allowing the bot to guide users through a linear 

process to collect multiple data [35]. 

All of the bot’s code was written in C#, a strong typed object-oriented programming language 

developed by Microsoft as part of its .NET initiative [28]. Some of its features used in the 

program are async programming (important for handling multiple conversations concurrently) 

and LINQ (for data manipulation). C# was chosen primarily to ensure the project of this thesis 

remains within the .NET ecosystem, aligning seamlessly with the Microsoft Bot Framework 

[29]. 

Visual Studio was selected as the integrated development environment (IDE) due to its 

seamless integration with .NET and C# [30]. It offers features such as IntelliSense (code 
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completion), advanced debugging tools, and project templates specifically tailored for .NET 

applications [30]. Visual Studio also supports the entire software development life cycle within 

a single IDE, simplifying the development process [30]. Its integration with Azure facilitates 

deployment [30], and it easily accommodates Continuous Integration and Continuous Delivery 

(CI/CD) workflows with Git, as well as managing dependencies and libraries through NuGet 

[36, 37]. 

Azure is Microsoft’s cloud computing platform, providing a wide range of services for 

building, deploying, and managing applications in the cloud [38]. It offers several benefits, 

including security [39, 40] and seamless integration with other Microsoft products [41]. The 

Azure AI Bot Service, a part of Azure, enables bots to connect to built-in connectors for 

multiple communication channels [27]. To make use of these channels, bots must be deployed 

on Azure, as was done for the bot developed in this thesis. 

For chatbot translation, DeepL was employed. It is a translation software with a free 

Application Programming Interface (API) plan that was utilised to translate all bot texts [42]. 

Multiple studies have shown DeepL's effectiveness [43-46], often outperforming its 

competitors [43, 44]. The translation scripts were written in Python, a high-level, interpreted 

programming language known for the simplicity of its syntax [47].  
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5.  Implementation 

The chatbot was developed in C# using the Microsoft Bot Framework as the core technology. 

The project started with the EchoBot template, which includes the typical directories and files 

in a Bot Framework project for elements such as bots, controllers and adapters [27]. During 

development, additional directories were incorporated. These include the Resources directory, 

which contains images, the bot’s messages, and other static files; DataManagement, 

responsible for processing the files of the program; and NaturalLanguageProcessing, which 

contains the algorithms used to process and interpret user messages. 

5.1 Application Initialisation 

When the application starts, the Program and Startup classes are executed. The Startup class 

then calls the initializers for most of the bot's classes. Some operations done during 

initialization include: reading the static files in all the supported languages to ensure that the 

files are correctly formatted, loading these files into memory as data structures, and setting the 

reminders for all the users stored in the database. 

Once initialisation is complete, the bot enters a waiting state, wherein it awaits the arrival of 

HTTP requests. These requests can be either from user messages or the reminder scheduler. 

For the reminder scheduler to send a HTTP request, it first has to determine whether a reminder 

should be sent. If so, it sends the request to a specific bot controller called the NotifyController. 

It is important to make a distinction between the wait state and being idle. When an Azure web 

application is idle, it does not perform any internal processing and effectively enters a sleep 

state until a HTTP request is received [48]. Therefore, the reminder scheduler cannot send 

requests to the bot while the application is idle. The implemented solution comprises the use 

of a cron job that "pings" the bot at regular intervals. The term "pinging" refers to sending a 

small request to a server [49], which in this case is to prevent it from entering an idle state. 

Cron jobs are capable of executing scripts automatically at fixed times, dates, or intervals [50]. 

This specific cron job was created using cron-job.org, which provides a free service for this 

purpose. 

5.2 Reminder Scheduler 

The Reminder Scheduler is the system that manages the creation and deletion of user 

reminders. It creates them based on guidelines loaded from a file that specifies when each user 

should be reminded and with what message. It is built upon the Quartz.NET library, an open 

source job scheduling system [51]. Its functionality revolves around the creation of jobs, 
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characterised as the processes that send the HTTP requests to the notify controller, and triggers, 

which initiate these jobs at designated dates and times. 

The scheduler calculates reminder dates for users both after they initially specify their 

appointments and when they modify them. In addition, each time the application starts, it 

recalculates reminders for all users stored in the database, as only appointment dates are stored, 

not reminder dates. To prevent unintentional behaviour, the system first deletes any existing 

reminders for a user before creating new ones, which is intended for when a user changes their 

appointment details. 

The reminders are stored in a tab-separated values (TSV) file. This format is used across all 

sheets within the project due to its simplicity and the utilisation of the tab character as a 

separator. Moreover, this format allows for a clear visualisation of the file contents when 

opened in a text editor. In the event that a tab character is required within a column, it can be 

simulated by substituting it with a specific number of whitespace characters, such as four. This 

flexibility is not available with comma-separated values (CSV), where commas cannot be 

easily substituted in text, thereby preventing the use of commas within cells. All sheet files 

support comments, which are unprocessed lines of text that are typically employed to provide 

clarification regarding the file's content. In this project, comments are identified by the presence 

of two slashes (//) at the beginning of the line. 

Each row in the reminders file corresponds to a reminder for a user, while each column denotes 

specific attributes such as the day, hour, and minute of the reminder. This design choice enables 

health professionals to modify reminders with ease and will be consistently applied throughout 

the rest of the implementations. 

When editing this file, it is crucial to ensure that no two reminders are scheduled for the same 

time, as jobs and triggers are identified uniquely by the user identification (ID) and the reminder 

date. If a user had two reminders for the same time, they would share the same ID, which is 

not allowed. 

5.3 User Profile 

The appointment date is organised alongside additional relevant user data within an instance 

of the UserProfile class. It is the instance of this class which represents a user in the program. 

The class acts as an intermediary, facilitating access to and storage of user data, which can be 

present in both database and cache systems. 

The retrieval of user data is conducted in a methodical manner. Initially, the system attempts 

to retrieve the data from the cache. In the event of an unsuccessful outcome, it queries the 

database. If no existing user record is found, a new user profile is created. 
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A key feature of the UserProfile class is its scheduled data cleanup process. This routine, 

executed monthly, identifies and removes user profiles with appointment dates exceeding one 

year in the past. This mechanism effectively manages database growth, preventing the 

accumulation of inactive users, therefore optimising system resources. 

Each user profile is uniquely identified by a channel-provided identifier. The profile 

encapsulates various user-specific attributes, including language preferences for 

communication and the appointment date. The latter is stored in two time zones: the user's local 

time zone and Coordinated Universal Time (UTC). This approach allows for communicating 

appointment times to users in their local time zone while facilitating standardised UTC-based 

operations, thus reconciling potential time zone differences between users and the server. 

Each instance also stores the number of consecutive unsuccessfully answered messages, 

defined as misses. With this, user experience is then enhanced by suggesting example questions 

with guaranteed responses once the number of consecutive misses reaches a predetermined 

threshold. This approach aims to provide users with questions they were previously unaware 

they could ask and reduce frustration from repeated unanswered ones. Furthermore, the user 

profile tracks the user's current dialog state and stores which is the current algorithm employed 

for message processing. 

5.4 Storage 

Not all user attributes are stored in persistent memory, as some do not provide practical value, 

such as the count of consecutive misses. In these instances, each time the bot retrieves data 

from the database, it assigns the user the default value, which in this case is zero. The system 

focuses on storing essential attributes, including the user ID, language preference, appointment 

date (in both local and UTC time zones), and a flag indicating whether the user is in the process 

of modifying an appointment. In this context, a flag is a boolean variable, which can either be 

true or false, serving as an indicator of a specific condition or state. The latter is particularly 

crucial when a user leaves the modification process incomplete; upon their return, they are 

required to complete the process, thereby preventing the retention of an appointment that may 

not accurately reflect the user's real one. 

Persistent memory is necessary for two primary reasons: to preserve data in the event of server 

closure and to maintain user information when the cache is cleared. This approach ensures 

continuity in user interactions and data integrity across sessions. 

Additionally, when testing mode is activated, the system stores the current algorithm used by 

the user along with a flag indicating its debugging status in a separate Structured Query 

Language (SQL) table, distinct from the user table. This separation facilitates the easier 

removal of test data in production environments without affecting the main user table. In 
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debugging mode, the bot sends the actual exception message instead of a user-friendly error 

message when an error occurs. 

These operations are managed by the SQLiteEncryptedUserDbHandler class, which 

implements an encrypted SQLite database utilising the sqlite-net-sqlcipher library [52]. SQLite 

is a lightweight, serverless, and self-contained relational database engine, selected for this 

project due to its simplicity and efficiency [53]. 

Encryption is implemented to safeguard sensitive patient information, particularly user IDs and 

appointment dates. Although user IDs consist solely of alphanumeric characters and may 

appear innocuous if they are compromised when viewed in isolation, they become sensitive 

when considered alongside other compromised databases. In the event of a security breach 

involving both the chatbot's unencrypted database and another unencrypted database 

containing personal information linked to these IDs, it would be trivial to associate individuals 

with the fact that they are scheduled for or have undergone a colonoscopy. Similarly, 

appointment dates are sensitive, as they can disclose a user's location at a specific time (e.g., at 

a hospital). This information poses a security risk if exposed, potentially compromising user 

privacy and safety. 
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5.5 Bot’s Flow Flux 

 

 
Figure 5.1: Flow diagram of the bot’s cycle 

where squares represent actions and rhombus 

conditions. 
 

 

 

 

 

Once the initialisation of the program is 

complete, the chatbot's life cycle begins. 

Initially, the bot waits for a message to be 

sent by a user, as seen in Figure 5.1. Upon 

receiving this message, it then determines 

whether it is a command or not. Commands 

are special messages that begin with a slash 

(/), triggering specific functionalities. The 

"help" command displays all available 

commands, with the "restart" command 

being of particular relevance to users. In the 

production version of the bot, however, most 

other commands should be removed. The 

"restart" command deletes the user from both 

the cache and the database, thus allowing the 

user to restart their initial interaction with the 

bot. This is particularly beneficial in 

instances where a user unintentionally selects 

an undesirable language during the user 

profile dialog. 

 

The bot features three dialogs: the questions 

dialog, the change appointment dialog, and 

the user profile dialog. All of them make use 

of the waterfall dialog for the purpose of 

establishing interconnectivity between the 

various internal dialogs of each main dialog. 

The user profile dialog is the first one to be 

presented to the user, following the 

welcoming message, which is the first 

message sent by the bot upon the arrival of a 

new user in a chat where the bot is present. 
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The welcoming message, along with any messages that are not an answer to a specific question, 

such as the ones in the dialogs, are sourced from a bot messages file that contains each 

message's ID and its message translated in every supported language. The user profile dialog 

begins by asking for the user's language. If the current channel provides information about the 

user’s language, the question will be presented in that language. Otherwise, it defaults to 

German, as the chatbot is designed for the University Hospital Ulm, a German hospital. A list 

of languages is then presented to the user, which allows the user to select their language either 

by its name or by its position in the list. 

Next, the chatbot asks for the month of the already scheduled appointment. Given that 

appointments are not scheduled more than a year in advance, the year is not required. Users 

should provide the month as a digit; if they fail to do so, the bot will send a follow-up message 

clarifying the expected format. The indication of the required response format is provided at 

each step of the waterfall dialog that the user fails to accomplish successfully on the first 

attempt. After the month, the bot asks for the day and then the time of the appointment. 

An optional step follows: if the channel provides the user’s time zone, the chatbot skips this 

question. If not, it asks for the current hour to calculate the user’s time zone and subsequently 

determine the UTC appointment time based on the user's local time. 

Finally, the chatbot provides a summary of the collected information and requests the user's 

confirmation of the data. In the event that the information is incorrect, the process will be 

restarted, allowing the user to provide it again. Once the user has confirmed the accuracy of 

the information, the chatbot provides introductory information on preparing for a colonoscopy 

and creates the necessary reminders based on the calculated UTC appointment and the specified 

reminders in the reminders sheet. Additionally, it stores the new user's information in both the 

cache and the database. 

From this point forward, the bot enters its standard operating state, wherein it attempts to 

respond satisfactorily to any user questions. 

5.6 Questions And Answers 

The bot employs a Questions and Answers (QnA) file to find satisfactory answers by 

attempting to match the user’s input with predefined "questions". Each QnA file is language-

specific and serves as the primary repository of the bot’s knowledge, containing various 

questions or statements that users can input, each associated with a specific answer. 

Consequently, the bot is unable to respond to inquiries that are not included in this dataset, 

which ensures predictable answers. 

From now on, the term ‘QnA’, when used in isolation, will denote any QnA, regardless of 

language, as well as the specific QnA used by the user. Additionally, in the context of QnA, 
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the term ‘question’, will be used to refer both to its traditional definition and to a question or 

statement that the user's input can be matched with. It is essential to highlight this distinction, 

as not all entries in the file represent questions in the conventional sense. For instance, the 

phrase ‘I want to see a doctor’ is classified as a question within the QnA file because it reflects 

a potential user message to which the bot is capable of providing an answer. 

All QnA files are organised into sections, with each section representing the questions and 

answers that the bot is capable of addressing at a given time. One exception to this rule is the 

first section, which contains questions that users may pose at any time, thus making it the 

largest section. Overall, the QnA file consists of a general section, sections for three days, two 

days, and one day before a colonoscopy, a section for the same day of the colonoscopy prior to 

its occurrence, and a final section for any inquiries made after the procedure. Consequently, if 

a user poses a query four days prior to the colonoscopy, the bot will attempt to identify a 

suitable question from the general section. In case the user repeats the same query one day prior 

to the procedure, the bot will conduct a search in both the general section and the one-day-prior 

section. In the event of a tie, the bot will give preference to the specific instance. Consequently, 

if the same question is present in multiple sections, the chatbot will respond with the answer 

pertinent to the specific section rather than the general one if possible. An illustrative example 

is the question "What am I allowed to eat?". While the general section might state "Eat as usual" 

as a response, the section for three days before the colonoscopy specifies, "Do not eat foods 

containing seeds or high-fibre foods", which will be selected if applicable. 

The QnA file is a TSV sheet comprising three columns: actions, which trigger special 

behaviours for specific questions; the question itself, which is matched against user input; and 

the corresponding answer. Each row can contain zero or more actions, separated by a space. 

Four actions are worthy of particular mention. The first action allows for the selection of an 

image, which, when invoked, sends the chosen image alongside the corresponding answer. The 

second action facilitates a dialog for changing appointments. It prompts the user to confirm 

whether they truly wish to alter the appointment. If the user responds "no," the user exits the 

dialog; conversely, if the answer is "yes," the system completes the change appointment dialog 

and transitions to the user profile dialog, bypassing the language and time zone steps, so the 

user is only asked for the date and time. This approach ensures that all user modifications occur 

within the user profile dialog. 

The third action employs a dynamic substitution symbol, which is represented by curly braces 

by default. Upon invocation of this action, the symbol is replaced with a specified date, thereby 

converting a response such as “Your appointment is on day {} at {}” into “Your appointment 

is on day 12 at 10:00”, for instance. The symbol is referred to as a dynamic because its value 

is influenced by external factors outside the file's content and can change during execution. 
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Additionally, there is a static substitution symbol, represented by a single dot. This symbol is 

static in nature, as it is replaced with content within the file that remains unaltered throughout 

the execution of the program. The aforementioned symbol is used in the fourth action, which 

enables the copying of questions from the general section to specific sections. This feature is 

particularly useful when the answer varies based on the date. In order to utilise this action, it is 

necessary for the entry in the specific sections to also have the symbol in the questions column. 

In addition, the QnA file also supports copying answers using the same static substitution 

symbol in the answer column, where the copied answer is derived from the preceding entry 

that does not contain a static substitution symbol. Moreover, the symbol can be placed after a 

section to indicate that it should replicate the preceding section. For instance, this is done with 

section 2, which shares the same diet and considerations as section 3. 

These substitution mechanisms serve two primary purposes: to reduce the overall size of the 

QnA file and to minimise the risk of inconsistencies when updating questions or answers that 

convey similar information. 

5.7 Question Matching Algorithms 

As previously outlined, the bot's approach to identifying an appropriate response to a user's 

input involves matching said input to questions within the QnA, while also accounting for the 

user's appointment date. When the bot reaches the answering action (see Figure 5.1), a score is 

assigned to each question in the QnA. The score represents the degree of similarity and 

relevance between the question and the user input, and thus how close the two are in terms of 

content or meaning. It is always a continuous value between zero and one, where one represents 

a perfect match and zero indicates no meaningful connection. 

The score is calculated by question-matching algorithms, which are a collection of distinct 

algorithms that are used to determine the score between a question and the input. The bot's 

rule-based AI can then be defined as the processing of the scores calculated with a question-

matching algorithm over the QnA. The effectiveness of an algorithm in interpreting user input, 

that is to say, its performance, is determined by the manner in which it calculates the score. 

In the pursuit of the optimal algorithm, several algorithms were implemented and tested against 

each other with the objective of identifying which could produce the highest number of "hits", 

the primary metric selected for the comparison of the algorithms. A "hit" is defined as obtaining 

one or more successful matches to a given user input, in contrast to a "miss", which is due to 

all matches failing to exceed the minimum threshold. The threshold serves to remove any 

responses that are irrelevant or loosely related. A successful match must exceed the pre-

established acceptance threshold. This implies that within the aforementioned thresholds, there 

will be instances where the user's input is matched with a result that is, at least partially, 

relevant, yet the system is unable to ascertain with certainty that this is indeed the case. In the 
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absence of successful matches, the bot employs a questions dialog to ask the user if its input 

aligns with the questions that have been matched exceeding the minimum threshold but not the 

acceptance one. Should no matches pass any threshold, the bot apologises for its inability to 

comprehend the input. In the event of repeated instances of this occurring, the bot suggests 

example questions that it can answer with confidence. 

It is necessary for each algorithm to define its own minimum and acceptance scores. In the case 

of a simple algorithm, these values can have a straightforward interpretation. However, in the 

case of a complex algorithm, it is challenging to ascertain the meaning of the score. 

Consequently, the only viable approach is to conduct a trial and error process. 

5.8 Levenshtein Distance 

To illustrate, the algorithm that has been implemented utilising solely the Levenshtein distance 

has a minimum score of 0.8 and an acceptance score of 0.95. In this context, an acceptable 

match is defined as one with a Levenshtein distance of five or fewer units from the user's input, 

which produces a score that is easily interpretable. 

The Levenshtein distance measures the difference between two strings of text. It is calculated 

by the number of insertions, deletions, or substitutions that would be required for one string to 

be transformed into the other [54]. 

As the first and most basic of the algorithms, it is not the most effective. Given that the score 

is inversely proportional to the distance, it follows that two questions of very different lengths 

will never achieve a high score. This is suboptimal, given that there are numerous ways of 

articulating sentences that may convey the same meaning. To illustrate, consider the input 

“When is my appointment?” and the question “When is my appointment scheduled?”. The 

Levenshtein distance is 10, which equates to a score of 0.9. This implies that the algorithm 

would never register it as a hit, despite the two sentences conveying the same meaning. It is 

crucial to emphasise that the thresholds cannot be reduced to prevent the assignment of high 

scores to unsatisfactory matches. 

The development of this algorithm, however, yielded valuable insights into the nature of the 

problem. It suggested that question lengths should have a lower influence, if any. It also gave 

rise to the notion of employing it to mitigate user typographical errors. Should the user send a 

word not present in the QnA, the algorithm can transform it into the nearest possible word 

present there. 

For all the algorithms both the questions and the user input are normalised, which can lower 

even more the influence of user typographical errors. Consequently, the matching is always 

done with normalised input and normalised questions. Preprocessing is essential, and 

normalisation is a key step in standardising and removing any potential noise from the dataset 
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[55], in this case the questions. The applied normalisation consists in the removal of diacritics 

in the Latin alphabets supported by the chatbot, including the umlaut. Furthermore, all 

punctuation and superfluous spaces are removed, and all letters are converted to lowercase. For 

instance, the German input “Hallo,   welche Diät muss ich einhalten?” gets normalised into 

“hallo welche diat muss ich einhalten”. This standardisation process minimises the influence 

of user typographical errors. 

All algorithms are designed to consider the synonyms of the words. This entails processing 

every combination of synonyms of the user’s input found in the synonyms set. For example, 

consider the user input “I desire to contact a physician”. This could be transformed into “I want 

to contact a physician”, “I want to contact a doctor” and “I desire to contact a doctor”. All four 

ways of expressing the same concept would be processed to attempt to match with a question 

in the QnA. 

5.9 Jaccard Index 

The second algorithm developed was the 

Jaccard index. In contrast to the Levenshtein 

algorithm, it initially tokenises the input, 

which in this case involves the separation of 

questions into words. This procedure enables 

the comparison at a word level rather than a 

sentence level, a feature that is shared in all 

subsequent algorithms. 

In order to obtain the score, the algorithm first calculates a set of words derived from the user's 

input [56]. In the field of mathematics, a set is defined as a collection of elements that are 

distinct from one another [57]. It then calculates the intersection and the union of the two sets 

[56]. The intersection is the set of words both sets share, whereas the union is the combination 

of all words that appear in either the user’s input or the question [57]. Ultimately, the number 

of words in the intersection is divided by the number of words in the union [56]. To illustrate, 

consider the following example: the input “What should I avoid?” and the question “Which 

foods should I avoid?”. Once the normalisation and tokensation processes have been 

completed, the resulting intersection is “should, i, avoid”, comprising three words, whereas the 

union is “what, should, i, avoid, which, foods”, comprising six words. The score, obtained by 

dividing 3 by 6, would then be 0.5, which in this algorithm barely passes the minimum score 

required, while a good score would need at least 0.7. 

As demonstrated by this example, the algorithm may still be suboptimal for a robust user 

experience. However, it represents a significant improvement since the length of sentences and 

the order of words are no longer determinant. The latter is a particularly important aspect since 

 
Figure 5.2: Equation needed to obtain the 
Jaccard index. 
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in many languages sentences can be described in many ways by ordering the words differently. 

In this instance, the order is irrelevant due to the algorithm adhering to the bag-of-words model 

[56]. Furthermore, as previously stated, the algorithm incorporates techniques for reducing 

typographical errors and processing synonyms. 

5.10 Term Frequency–Inverse Document Frequency 

The next developed algorithm exhibited a significant increase in complexity. The Term 

Frequency–Inverse Document Frequency (TF-IDF) algorithm is a method of measuring the 

importance of a term within a document, as part of a larger corpus or collection of documents 

[58, 59]. In this project, the collection is the QnA, whereas the documents are questions. The 

algorithm operates by assigning a higher importance to words that appear frequently in a 

document and are infrequent in the QnA, and a lower one to words that appear only a few times 

in the question and are common in the QnA. This ensures that the most relevant words score 

higher in importance and that popular stop words (such as “a” and “the”) exert less influence 

on the result. 

The importance of a word is determined by 

multiplying its frequency (term frequency or 

TF) in the question by the inverse document 

frequency (IDF), with the latter indicating the 

degree of information provided by the word 

and its rarity across the QnA [58]. There are 

numerous methods for calculating both TF 

and IDF [58, 59]. In this implementation, TF 

is obtained by dividing the number of times 

a word appears in a given question by the 

total number of words in that question (see 

Figure 5.3). The IDF for a word is calculated                                                                                                    a 

by first dividing the total number of questions by the amount of questions that contain that 

word, and then applying logarithm to the result. To avoid dividing by zero, a smoothing 

technique of adding one both in the numerator and denominator is applied. 

Once these values have been calculated, they can be multiplied to obtain the TF-IDF value for 

a given word within a question, which represents its importance [58, 59]. It should be noted, 

however, that the resulting value only measures words and does not take into account the score 

of the questions as a whole. In order to compare two sentences, a solution was devised which 

involved the creation of a vector space in which each word correlates with a dimension. Then, 

each question is assigned a position within this vector space. In order to identify the optimal 

match, the user's input position within this vector space is calculated, and the question that is 

the closest in proximity is then identified. The position of a question for a given dimension is 

 
Figure 5.3: Equation for obtaining the Term 

Frequency. 

 
Figure 5.4: Equation for obtaining the Inverse 

Document Frequency. 
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the TF-IDF value calculated for the corresponding word; thus, it is necessary to calculate this 

value for each word. 

Two options were available for determining the proximity of another vector: cosine similarity 

or Euclidean distance. The selected method was cosine similarity, as it assesses the angle 

between two vectors, which is particularly beneficial in this context given that the magnitude 

of the vectors (influenced by factors such as sentence length and total word count) is less crucial 

than the relative similarity of their content [58]. Consequently, the result is situated between 

negative one and positive one due to the cosine function. However, to ensure that all scores 

remain between zero and one, any values below zero are set to zero. 

Given that in the English QnA there are approximately 200 unique questions and 300 unique 

words, and that a question typically comprises around seven words, it follows that the majority 

of values in this vector space will be zero. This is due to the fact that in the event that a question 

does not contain a word, the TF-IDF is equal to zero. This would indicate that, on average, only 

seven dimensions in a vector would be non-zero in the English language, with a similar effect 

being observed in the other languages. This results in a sparse vector space, which is memory 

inefficient.  

This method provides a more elaborate approach to identifying the optimal question to match 

the user's input. Subsequently, the threshold scores lack the straightforward and 

comprehensible correlations observed in the preceding algorithms. Nevertheless, the score 

provides a more precise and reliable measure of relevance compared to previous algorithms, as 

the algorithm considers the significance of each word within the context of the entire dataset. 

 

5.11 Best Matching 25 

Although TF-IDF represented a notable advance over earlier algorithms, Best Matching 25 

(BM25), also known as Okapi BM25, is a more sophisticated version that incorporates several 

key improvements. While both algorithms employ a similar approach, whereby term frequency 

is multiplied by the inverse document frequency, their underlying calculations diverge 

significantly [58-60]. The first notable distinction is the allowance for fine-tuning through 

adjustable parameters in BM25, which can be optimised for specific query types [60]. 

  

Figure 5.5: BM25’s version of TF.        Figure 5.6: BM25's version of IDF. 
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Another noteworthy distinction lies in the incorporation of document length into the calculation 

of term frequency [60]. Using this approach, the presence of a greater number of non-matching 

terms in a document results in a reduction in the score [60]. This can be understood through 

the following intuitive example: if a text is thousands of words long and mentions a specific 

term only once, it is less likely to be as relevant as a shorter text that mentions the same term 

once. 

A further key improvement in BM25 is how it handles term frequency saturation [60]. Unlike 

TF-IDF, BM25 follows an approach where the score contribution of a term decreases non-

linearly as it appears more frequently within a document [60]. This guarantees that documents 

characterised by an excessive repetition of terms do not prevail over those with a lesser 

repetition of terms. To illustrate, the score generated by incorporating a queried term into a 

document that already contained 100 instances of that term will not increase to the same extent 

as adding that term to the same document but only having that term 10 occasions. This 

behaviour serves to prioritise meaningful content over mere repetition. However, given that the 

questions in the QnA are relatively short documents, this characteristic is not particularly 

beneficial here. The same can be said for the previous improvement, which cannot be applied 

here due to the questions being small documents. 

A significant departure from the preceding algorithm is the manner in which BM25, in contrast 

to generating a sparse, memory-intensive vector space, calculates a score for each question in 

relation to the user's input. This results in a comparison of the resulting value with other 

questions in order to determine which one provides the best match. For each word in the user's 

input, the BM25's TF-IDF value is computed, and the results are summed to obtain the score 

[60]. 

In order to ensure consistency in the scores across different algorithms, the BM25 score is 

transformed into a number in the range of zero to one. This is achieved by setting all negative 

values to zero and utilising the formula 1 − 𝑒−𝑥 , which ensures that the score remains below 

one. 

5.12 Sentence Embedding 

The final algorithm implemented was a sentence embedding algorithm based on word 

embeddings. This approach involves representing entire sentences as vectors, derived from 

aggregating word embeddings of the individual words. Unlike the previous algorithms, 

sentence and word embeddings are distinguished by their capacity to capture semantic meaning 

[61]. 

The distinction between this approach and TF-IDF is that the latter employs a vector space 

defined by the words in the QnA and their synonyms. In this manner, each dimension represents 

a word. In contrast, the embedder creates a vector space of a selected number of dimensions, 
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with each dimension representing a specific feature or characteristic of the word embeddings. 

In this space, the vectors mainly correspond with individual words, but also other language 

elements such as punctuation marks. The dimensions represent abstract features that define 

relationships among these vectors. Furthermore, the vector space is dense, where it is rare to 

find a value of zero, unlike the vector space created with the TF-IDF implementation. 

The vectors employed in this algorithm were pre-trained and sourced from the fastText library 

[62]. A multitude of languages are available for download [62]; however, only German and 

English were selected for this project, as each language requires approximately 4GB of 

memory to load [62]. This is due to the fact that the vector space contains 2,000,000 vectors 

across 300 dimensions [62]. The total amount of memory required to load one of these vector 

spaces exceeds the limits of the hired Azure plan. Consequently, the vectors were never 

deployed into the Azure version, making this algorithm unreachable for a user. However, this 

approach offers a new advantage not present in previous algorithms due to having a big 

vocabulary. It enables the processing of words not present in the QnA or synonyms files, 

thereby expanding the range of expressions that can be understood. 

As with the TF-IDF implementation, the process of comparing sentences begins with the user's 

input position being calculated in the vector space. This is achieved by calculating the average 

vector of all its word vectors. If a word from the input is not found in the vector space, the 

algorithm can account for up to two typographical errors per word. Subsequently, the cosine 

similarity for comparison is calculated, in a manner analogous to that of TF-IDF's vector space. 

Finally, an additional step is applied whereby all negative values are set to zero. 

In contrast with the other algorithms, no further operations are conducted, such as 

normalisation and the extraction of synonyms. The method does not normalise because even 

the punctuation marks are considered in the vector space; therefore, eliminating them would 

result in the loss of information. The synonyms, given that they share a similar meaning, are 

proximate in the vector space and do not necessitate additional processing to consider them. 

This algorithm effectively addresses various challenges, particularly by taking semantics into 

account [61]. Its direct approach, without the need for additional processing such as 

normalisation or synonym processing, allows it to take advantage of the valuable information 

from the vector space. Given its ability to capture the nuances of meaning, this algorithm is 

worthy of further exploration and attention as a potential improvement for the bot. By 

integrating this method, the bot could enhance its understanding and responsiveness, ultimately 

leading to a better user experience. 
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5.13 Synonym Processing 

With the exception of the Sentence Embedding algorithm, a synonym processing procedure is 

applied during the processing of user input. The system developed for this purpose should assist 

the bot in identifying the various ways in which the same idea can be expressed. In order to 

achieve this, synonyms are firstly retrieved in the JavaScript Object Notation (JSON) format 

from the Datamuse API [63]. The API is able to return a list of synonyms along with a score 

[63], which is interpreted as how close the synonym is to the requested term in meaning. 

In order to guarantee that only pertinent synonyms are employed within the algorithms, a score 

threshold is implemented, effectively eliminating unsuitable alternatives. To provide an 

illustration, a search for the synonym of "fiber" (in American English) yielded a set of results, 

including "character", "fibre" (the same word but in British English), and "vulcanized fiber" 

with scores of 3744, 728 and 24 respectively. The obtained synonym "vulcanized fiber" is of 

lesser utility than "fibre" for both general purposes and the topic of the chatbot, and thus it is 

filtered. It has been observed that lower-score synonyms tend to be more specific. Therefore, 

filtering may help to avoid the use of extremely specific terms as synonyms. Despite the 

filtering, however, some manual selection is still necessary to ensure the synonyms are 

contextually appropriate. For example, "character" is not a suitable synonym for "fiber" in the 

context of the chatbot. 

The final output is a synonym file, in which each row contains a group of synonymous words 

and each column represents an individual synonym. Each word in a row is considered to be 

equally equivalent to the others within that set. In order to maintain consistency, each synonym 

should only appear once throughout the file, since all of its synonyms should already be present 

in the row in which it is included, eliminating the need for a second appearance in the 

document. However, since certain words may appear as mutual synonyms, for example, "fiber" 

appears in the synonyms of "fibre" and vice versa, an additional step is required in order to 

group all the synonyms of both words into the same row. 

The next step is to load the synonyms into memory for subsequent use. This requires the use 

of some form of data structure. The initial concept that comes to mind is a list of lists, as it is a 

relatively straightforward approach. This method would represent a collection which 

encompasses all collections of synonyms. However, this solution would result in a cost of, in 

terms of Big O notation, O(n) both in time and memory for searching the synonyms of a given 

word [64]. This is because it would require traversing all the words until the desired one is 

found, and each word would be stored once. 

Responsiveness is a crucial aspect of chatbots, as it contributes to maintaining dynamic 

conversations. However, an excessive number of synonyms could potentially lead to 

significant latency issues. To address this challenge, an alternative data structure was employed 

in this project. Despite an exhaustive search of the internet for a data structure that would 



 

Implementation

 

 

36 
 

resolve the specified issue while taking into account the nature of the problem, no suitable 

solution could be found. Consequently, an implementation was devised, which was given the 

name CategoriesDictionary. This is an implementation of a dictionary or mapping that employs 

sets, specifically hash sets, as values. These are collections that store unique items and allow 

for constant-time lookups, with the latter also being true for dictionaries. In Big O notation, 

this is represented as O(1) [64]. 

In the context of synonyms, the dictionary is composed of synonyms themselves, functioning 

as the keys, and a hash set of one or more synonyms, serving as the value. The creation of a 

tree for each group of synonyms is initiated with the selection of a single arbitrary synonym, 

which serves as the root. These trees are consistently of depth one, with every node pointing 

either to its root or to its children. 

This approach allows for the retrieval of a synonym with a time cost of O(1), but a space cost 

of O(3n - 2), which is also linear as with the previous solution [64]. The constant time required 

for access is a consequence of the underlying data structure, which is a dictionary, and therefore 

allows for the instant retrieval of its members. The space cost is due to the fact that when a 

node is inserted into an existing tree, this entails the addition of the node, which stores the word 

in question and the root to which it points. In addition, a reference for the new node must be 

added to the root set. Consequently, the addition of one synonym results in the storage of three 

more words. The subtraction of two is a consequence of the intrinsic characteristics of the data 

structure and should not be a significant concern, given that it does not significantly impact the 

memory cost. The trade-off of time and space is reasonable when one considers that the file 

does not contain thousands of synonyms. 

Once the synonyms have been incorporated into the data structure, they are subjected to a 

process of normalisation in accordance with the established procedure. In the event that none 

of the synonyms in a row are identified within the vocabulary and therefore the questions, they 

are bypassed and not incorporated into the data structure, given that they could not be matched 

with any question. The implemented data structure also addresses instances where an invalid 

operation is performed, such as when a word is present twice within the file. In such cases, the 

data structure reverts to its previous state, and the program skips that row. Following this 

processing, the synonyms can then be utilised across the program. 
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5.14 Deployment and Channel Connectivity 

The deployments into Azure were conducted using a Continuous Deployment/Continuous 

Integration (CD/CI) pipeline with a Git workflow, thereby streamlining the process of updating 

and deploying new bot versions [65, 66]. This approach allowed for the automatic integration 

of any updates into the live environment without the need for manual intervention.  

Prior to any deployment, a number of essential services were set up and configured in Azure. 

These required a pay-as-you-go subscription and included the App Service, which hosts the 

web application responsible for starting and stopping the bot, the App Service Plan, which 

defines the infrastructure and resources for hosting the application, and the Azure Bot Service, 

which enabled the bot to connect with various channels, thus allowing it to interact with users 

across multiple platforms [67]. 

In order to conduct preliminary testing of the hosted bot, the Web Chat channel provided by 

Azure was utilised, which is accessible via Azure Bot Service [67]. The subsequent channel 

through which the bot was evaluated was Telegram, which offers a straightforward approach 

to integrating bots [68]. This was the setting in which the bot was tested by two patients at the 

University Hospital Ulm, where it received a rating of 4 out of 5 stars. Specifically, the trial 

was undertaken with BM25 as the active algorithm. It was observed that the bot exhibited some 

incorrect sentences due to minor translation inaccuracies from English to German. 

Additionally, an integration with WhatsApp was implemented using a community adapter, as 

no official WhatsApp channel was available [69]. The options available for the C# version of 

the Microsoft Bot Framework for WhatsApp involved utilising the services of one of three 

companies: RingCentral, Infobip and MessageBird [69]. Infobip was selected due to its 

customer support services [70] and the free trial it offers [71]. In order to implement the bot on 

WhatsApp, the following main steps were followed: the creation of an Infobip account, the 

configuration of a Meta Business account and the purchase of a phone number. 

Despite having completed all the requisite steps, the WhatsApp account linked to the Meta 

Business account was not approved as it did not pass the terms of service [72]. An appeal was 

submitted, outlining how the project complied with all of their requirements, while also 

offering to provide additional information if necessary. However, no response was received. 
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6.  Discussion 

The development of the chatbot brought many insights about the challenges and the possible 

improvements. This will be discussed, but first, the algorithms should be assessed between 

each other to decide the final one used. 

6.1 Algorithms comparison by tests 

 

Algorithm Interpretable 

score 

Required 

Specifica

tions 

Average 

Time 

(ms) 

Hits 

ratio 

Misses 

ratio 

Additional 

comments 

Levenshtein 

distance 

yes Low 240,590 1 0 Length sensitive 

and does not work 

with individual 

words 

Jaccard 

index 

yes Low 264,432 0,85 0,035 Lacks term 

frequency 

TF-IDF no Medium 1646,956 0,945 0,04 Memory-

consuming vector 

space 

BM25 no Low 99,326 0,965 0,035 Improvement over 

TF-IDF 

Sentence 

Embedding 

no High 954,570 0,78 0,22 Considers 

semantics; there is 

an extra latency for 

model initialisation 

the model 

Table 6.1: Comparison of the algorithms 

The following section presents a comparative analysis of the implemented algorithms, with a 

compilation of data summarised in Table 1 (see Table). The table serves two purposes: firstly, 



 

Discussion

 

 

39 
 

it provides a summary of the algorithms, and secondly, it offers a basis for comparison. The 

metrics were calculated by first selecting 200 random questions from the English and German 

QnAs, whereupon for each question a word was substituted with its synonym and two 

typographical errors were applied to the question. In the case of the Sentence Embedding, 

however, the number of questions was reduced to 50. 

The questions were selected from the QnA because, although there are several datasets 

pertaining to images and videos of colonoscopies [73], there is a pronounced scarcity of 

datasets concerning conversations of patients regarding preparation for colonoscopy. 

The table provides an overview of the interpretability of the resulting score of an algorithm, 

the general level of required specifications, including CPU and memory requirements, and the 

average time required to calculate the best match for a given input. It also presents the total hits 

ratio, which is the ratio of successful matches, and the misses ratio, which indicates instances 

where no answer is found. Additionally, the table includes a comments column in which some 

considerations of the algorithms are outlined. 

It should be noted that the metrics are not as representative as they may initially appear. This 

is due to the fact that the questions tested were highly specific, as they were all already present 

in the QnA. This does not accurately reflect the manner in which a user would interact with the 

bot in a real-world setting. Additionally, the ratios are determined by the a-priori defined score 

thresholds, which are not uniform across all algorithms. As an illustration of this phenomenon, 

the Levenshtein Distance, the simplest of the algorithms, exhibits the highest level of 

performance, demonstrating no misses and all hits. However, given that all questions were 

within a maximum of two typographical errors of the original word and the algorithm's 

acceptance score considers up to five, it will consistently identify every question. 

Consequently, it is essential to exercise caution when interpreting these results. 

Progressing from Jaccard index to TF-IDF and finally to BM25, there is a noticeable increase 

in performance, as evidenced by an increase in the number of hits. This is an expected outcome, 

given that each algorithm addresses the limitations of the previous one. One noteworthy 

observation is that BM25 does not typically yield matches between the minimum and 

acceptance thresholds, as the sum of both ratios is equal to one. This could indicate the 

necessity for further refinement of its threshold values. 

It is also notable that BM25, the most performant algorithm, is the optimal in terms of 

processing speed, in contrast to TF-IDF, which is the slowest of the algorithms. This may be 

attributed to the vector space, which necessitates the calculation of cosine similarities, an 

expensive calculation conducted on the CPU. Despite the comparatively complex algorithms 

employed by BM25 for both TF and IDF, its results are merely summed and then applied to a 

bounding function, which does not require as many operations. Consequently, BM25 is the 
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most efficient algorithm among the four, delivering the most optimal results with minimal 

latency. It is therefore the default algorithm when a user interacts with the bot. 

Finally, the Sentence Embedding algorithm appears to be the most promising option, as it 

incorporates all the features of BM25 while also accounting for semantic meaning. However, 

the data indicates otherwise, suggesting the need for a closer examination of the underlying 

reasons for this discrepancy. This phenomenon is especially intriguing given that when it was 

tested in the Bot Framework Emulator it was found to be promising. 

A further irregularity of this algorithm is the length of time required for execution. Although 

the optimal match is calculated in less than a second, the initialisation process is often lengthy, 

frequently spanning several minutes. To illustrate, the data for the initial four algorithms was 

obtained within a 15-minute timeframe, during which the bot processed 800 questions. 

However, when the data for the Sentence Embedding was obtained separately, the processing 

time for 50 questions was 10 minutes. When additional overheads and initialisation times are 

taken into account, the average duration for answering a question for the first four algorithms 

is approximately 1,125 seconds, in contrast to the Sentence Embedding algorithm, requiring 

12 seconds. This, along with the inadequate preliminary conditions, such as the questions being 

tested, led to the decision not to continue testing this algorithm. Nevertheless, it is important to 

emphasise its potential as part of the bot's future. 

6.2 Language Testing 

Although the bot is available in a multitude of languages, its functionality has only been 

evaluated in English, German, and Spanish. Consequently, it is imperative to extend the testing 

process to encompass the remaining supported languages. 

6.3 Medical Feedback 

From the limited tests conducted with the bot, the sole issue that was identified was that of 

translation inaccuracies between languages. This should serve to emphasise the necessity of 

verifying all translations, despite the fact that DeepL has often been found correct during the 

development process. Ideally, this process should be handled by a professional translator. 

6.4 More questions 

The functionality of the bot is centred upon the questions and answers that have been stored in 

the QnA. It is unavoidable that the bot may not have a corresponding answer to each message 

sent by the user. It is therefore essential to include as much information as possible in the form 

of answers, with the questions serving as access points to that information, in order to enhance 

the functionality of the bot. Moreover, it is crucial to recognise that each user may express 
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themselves in a distinctive manner, which can present challenges in identifying a question that 

closely aligns with their written communication. To enhance the probability of a successful 

match and provide a satisfactory response, it is advisable to incorporate multiple variations of 

how the same question can be posed. The information required to write these questions and 

answers could be obtained through a larger trial of the bot. 

6.5 Synonyms 

In the present state of the project, synonyms are treated in the same manner as the original 

words. An additional enhancement would be to optimise the management of synonyms by 

storing the score and utilising it to influence each match's score. The solution would consist on 

assigning each word of the user's input a score independently of the algorithm. The initial score 

would be set at one, reflecting the degree of similarity to itself. In the event that a synonym for 

this word is identified, another version of the sentence, with the substituted word, would be 

created, in accordance with the current method. The words would maintain the previous score 

for all words except the synonym, which would be assigned a lower score. A lower score would 

indicate a lower degree of similarity between the synonym and the original word. 

In the case of BM25 or TF-IDF, the value of a word could be multiplied by the value obtained 

when calculating the TF-IDF of a word, which would then exert a negative influence on 

synonyms that are not particularly similar to the original word. To achieve this, however, it is 

necessary to have one row per synonym in the files where synonyms are stored, thereby 

enabling the storage of the synonym score for each word. This would necessitate an increase 

in memory since, in contrast to the previous approach, the synonyms can now appear more than 

once in the file. 

6.6 Typographical Errors 

Currently, the bot's approach to identifying words that are not recognized is to search for the 

most similar one in the QnA questions and substitute it by the best approximation. 

Consequently, the same level of importance may be attributed to a word that accurately reflects 

the user's intention and another that may not. The solution is analogous to that discussed with 

synonyms, whereby the value of one is assigned to unmodified words and 1 - alpha*x score to 

words with x modifications. In this context, alpha represents the weight by which the 

typographical errors impact the outcome. For the time being, alpha is set to zero, but this could 

be adjusted based on the observed output. As a preliminary estimate, alpha could be set to 0.1, 

with each modification contributing 0.1 to the word's score.  
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6.7 Cosine Similarity 

The Sentence Embedding and TF–IDF algorithms calculate the cosine similarity with the CPU 

each time it is used. Operations of this nature, which are repetitive, are ideally suited to being 

performed on a GPU [74]. This would result in a faster calculation, which would in turn result 

in a reduction in latency [74]. 

6.8 Reducing dimensions 

As previously indicated, the Sentence Embedding is presently unsuitable as a solution due to 

its elevated specifications. It may be beneficial to reduce the number of dimensions in the 

vectors from 300 to, for example, 100. However, this would result in a diminished performance 

in semantic interpretation by the model. The FastText library facilitates this reduction through 

a few steps [62]. 

6.9 Large Language Model Integration  

In recent years, there have been significant advancements in the use of Large Language Models 

(LLMs) for communication with users in natural language [21]. Although these models are 

susceptible to the occurrence of hallucinations, they are still capable of answering a wide range 

of questions [21], and although some responses may be incorrect, it may be beneficial to 

attempt a refinement of the model to ascertain whether a significant reduction in the probability 

of misinformation being disseminated can be achieved, thereby enabling a solution to be 

considered. 

One potential integration within this project would be to transfer the responsibility for 

answering the user from the rule-based AI to an LLM in the event that the former is unable to 

find an appropriate response. 

6.10 Security 

In the medical field, it is of the utmost importance to implement robust security measures, 

particularly when dealing with systems such as medical bots that handle sensitive patient 

information. This project employed a multitude of measures to ensure the security of the bot. 

For the transmission of data, the bot employs Hypertext Transfer Protocol Secure (HTTPS). 

This protocol guarantees the encryption of each transmission [75], thereby preventing 

interception or manipulation of the data by third parties with malicious intent. 

In order to minimise the potential exposure of sensitive information, the system employs a data 

minimisation strategy. Only the user data that is essential for the functioning of the system is 
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retained; this includes user IDs, appointment dates and language preferences, with the latter 

being of a less sensitive nature than the former two. The data is stored within an encrypted 

database employing a 256-bit key, which has been recognised as a highly robust encryption 

method [76]. Currently, the database encryption key is embedded within the bot's codebase. 

However, this approach is not suitable for a production environment and must be revised before 

practical use. One potential solution would be to employ a dedicated key management service, 

such as Azure Key Vault [77, 78]. 

To maintain long-term security, it is necessary to implement a key rotation policy. The regular 

rotation of API and encryption keys serves to minimise the potential impact of a key 

compromise [79], by limiting the time window during which any compromised key could be 

exploited. 

Compliance with the General Data Protection Regulation (GDPR) is imperative, given that the 

bot is intended for use within the European Union [80]. The regulation addresses several key 

aspects related to data processing, including the need for explicit user consent [81]. This can 

be achieved by informing patients about the chatbot's intention to collect appointment dates 

and language preferences, along with storing their ID. Furthermore, the regulation emphasises 

the importance of data minimisation practices [82], which have already been implemented by 

only collecting the necessary data, and the right to be forgotten [83], which has also been 

addressed through the inclusion of the "restart" command. 

Finally, the selection of a messaging platform also has an impact on the security of the bot. The 

security features available on different platforms vary considerably. Signal is renowned for its 

robust security features, including end-to-end encryption by default [84]. However, its 

restricted adoption among the general public may limit its practical application for a widely 

accessible medical bot [85]. Telegram and, in particular, WhatsApp have a significantly larger 

user base, making them potentially more suitable for a medical bot aimed at broad accessibility 

[86, 87]. However, the security features of these platforms should be subjected to thorough 

examination. Telegram offers end-to-end encryption for "secret chats", though this is not the 

default setting for regular chats [88]. WhatsApp implements end-to-end encryption for all 

messages but as the rest, has also suffered security breaches [84]. The decision to utilise these 

platforms must take these considerations into account. 
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7.  Conclusion 

The goal of this thesis was to develop a prototype of a chatbot designed to assist patients in 

preparing for their colonoscopy. The chatbot would employ a rule-based AI together with 

images, reminders, NLP and multilingual support to achieve this objective. Additionally, the 

chatbot needed to be secure, due to its handling of sensitive data, accessible via WhatsApp, as 

requested by University Hospital Ulm, and its content easily modifiable by any individual 

capable of using a computer. 

Most of the objectives have been achieved. The final version is a fully operational chatbot 

featuring a conclusive AI, comprising the QnA and the BM25 algorithm, which performs 

adequately, as evidenced by the comparative analysis of algorithms and patient feedback. The 

chatbot effectively communicates with users in natural language through the utilisation of NLP 

and incorporates images to enhance the user experience. It supports ten languages, namely 

Arabic, English, French, German, Italian, Polish, Russian, Spanish, Turkish, and Ukrainian. 

However, professional translation verification is recommended. Security measures have been 

employed, including the encryption of the database and the utilisation of the HTTPS 

transmission protocol. The bot's content, including reminders, messages and questions and 

answers, can be conveniently modified using a spreadsheet or even a text editor. Despite the 

failure to achieve WhatsApp inclusion as a means of communicating with the bot due to issues 

with Meta, the bot is fully operational on Telegram with all intended features intact. 

The final bot has several limitations, including the fact that it is only available on Telegram, 

that it is not fully accurate in translation, and that it has only been tested to a limited extent. 

These challenges could be addressed in a future version in conjunction with further 

improvements, such as the use of the Sentence Embedding algorithm or the integration of 

LLMs, both of which have the potential to be highly beneficial. Should this not prove to be the 

case, the knowledge gained from this project can be shared with researchers and developers in 

the field of medical chatbots. 

The solution developed in this thesis aims to improve patients' bowel preparation quality and 

reduce anxiety by providing accessible, feature-rich guidance. It highlights the potential of 

health chatbots to offer real-time support, enhance communication, and improve compliance 

in medical settings. This chatbot could not only contribute to better colonoscopy outcomes but 

also demonstrate the broader role of AI-driven chatbots in healthcare. Additionally, it serves 

as a foundation for future chatbot development, with the potential for real-world application to 

assist patients daily. 

The solution developed in this thesis aspires to be able to enhance the quality of patients' bowel 

preparation and mitigate anxiety by offering accessible, feature-rich guidance and serving as a 

reference for future chatbot development. 
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9.  Appendix 

Link to the project’s repository: https://github.com/Jarturog/ColpaBot 


